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Datasheet

Mimecast email security data and controls integrated with Rapid7 
InsightConnect, a Security Orchestration, Automation and Response 
(SOAR) solution, enables security teams to work smarter, respond faster, 
and strengthen cyber resilience.   

Combined, the two solutions:
• Allow organizations to realize the full benefit of SOAR investments. 
• Rapidly respond to email security needs from a single interface.  

Rapid7 InsightConnect is a security orchestration and automation 
solution that enables teams to accelerate and streamline time-intensive 
processes with little to no code. With 270+ plugins to connect tools and 
easily customizable connect-and-go workflows, InsightConnect frees 
up security teams to tackle other challenges, while still leveraging their 
expertise when it’s most critical. 

Key Benefits

• Easy integration adds Mimecast controls to the 
Rapid7 InsightConnect solution in minutes.

• Drive resource efficiency by ensuring security 
automation includes routine email tasks. 

• Work smarter by including email security 
controls and actions within workflows. 

• Reduce risk by making it easy to apply 
Mimecast email security actions across email 
and Active Directory.

• Increase Mimecast and Rapid7 InsightConnect 
ROI by giving security teams access to a more 
complete SOAR platform.
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Mimecast and Rapid7
Integrate security tools and processes, automate routine tasks and accelerate 

your security operations: Respond faster and strengthen cyber resilience.

• Block Sender: Prevent email delivery from known or specified malicious senders.
• Permit Sender: Allow email receipt from trusted senders.
• Block Domain: Prevent email delivery from known or specified malicious domains.
• Permit Domain: Allow email receipt from trusted domains.
• Get Managed URLs: Retrieve a list of all the currently managed URLs in the system.

Rapid7 InsightConnect | Mimecast Integration Automated Functions: 

Email remains a primary attack vector and the front line of  
incident detection, response and remediation, so integration is vital across your tech stack. Without it, organizations remain 
unable to realize the full benefit of SOAR investments, such as efficiently updating protection at the gateway based on Indicators 
of Compromise (IoCs) identified elsewhere in the infrastructure. 

Integrating Mimecast email security data and controls with Rapid7 InsightConnect addresses this clear need to improve cyber 
resilience and improve ROI by making more efficient use of limited security resources. 
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Challenge Security teams have a plethora of tools and limited resources when responding to security incidents. Teams struggle 
to respond quickly while also updating security policies across the entire technology stack, especially when it comes to the 
number one attack vector, email. 

Solution Integrating Mimecast with Rapid7 InsightConnect by a simple click, gets organizations up and running in minutes via 
the pre-built API plugin, to give joint customers: 
• Stronger cyber resilience 
• Faster response times
• Full realization of SOAR investments
• Consistent, up to date security protection 

Challenge Email remains the most used business application, so it’s important that IT manage it to keep employees productive 
and safe.  With limited IT resources, tasks, like managing URL lists, retrieving messages, and tracking an email, takes time away 
from IT’s more important initiatives.  

Solution Quickly integrate Mimecast and InsightConnect to simplify key email security and management actions.   From a single 
interface, teams have access to a broad scope of actions to save time needed to manage email across the organization.  

• Organizations around the globe trust Rapid7 
technology, services, and research to help them 
securely advance. 

• The visibility, analytics, and automation delivered 
through the Insight cloud simplifies the complex 
and helps security teams reduce vulnerabilities, 
monitor for malicious behavior, investigate and 
shut down attacks, and automate routine tasks. 

• Over 7,900 customers rely on Rapid7 
technology, services, and research to improve 
security outcomes and securely advance their 
organizations. 

About Rapid7
• Cloud-based cyber resilience platform that makes 

email safer for business.
• Fully integrated email security, archiving, and 

continuity for comprehensive email and risk 
management.  

• Reduce risk, complexity, and cost of protecting 
email with a single platform that connects into 
your existing security ecosystem.  

• Protects over 33,000 global customers against 
sophisticated attacks, spam and malware, and 
data leaks.  
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