Duo - Mimecast

Introduction

As business applications move from on-premises to cloud hosted solutions, users experience password fatigue
due to disparate logons for different applications. Single sign-on (SSO) technologies seek to unify identities
across systems and reduce the number of different credentials a user has to remember or input to gain access to
resources.

While SSO is convenient for users, it presents new security challenges. If a user's primary password is
compromised, attackers may be able to gain access to multiple resources. In addition, as sensitive information
makes its way to cloud-hosted services it is even more important to secure access by implementing two-factor
authentication.

Duois able to integrate with Mimecast to protect access to the Mimecast Personal Portal, Admin Portal and
End users apps including Mimecast Mobile app on iOS and Android

Duo Access Gateway

Duo Access Gateway (DAG), our on-premises SSO product, layers Duo's strong authentication and flexible
policy engine on top of Mimecast logins using the Security Assertion Markup Language (SAML) 2.0
authentication standard. Duo Access Gateway authenticates your users using existing Active Directory
credentials and prompts for two-factor authentication before permitting access to Mimecast.

Duo Access Gateway is part of the Duo Beyond and Duo Access plans, so you can define policies that enforce
unique controls for each individual SSO application. For example, you can require that Mimecast users complete
two-factor authentication at every login, but only once every seven days when accessing Google Apps. Duo
checks the user, device, and network against an application's policy before allowing access to the application.

Deploy Duo Access Gateway

Install Duo Access Gateway on a server in your DMZ. Follow our instructions for deploying the server,
configuring DAG settings, and adding your primary authentication source.

Add the attributes from the table below that correspond to the Duo attributes Mail attribute and Username
attribute in the "Attributes" field when configuring your Active Directory or OpenLDAP authentication source
in the DAG admin console, separated by a comma. For example, if Active Directory is your authentication
source, enter mail,sAMAccountName in the "Attributes" field.
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Duo Attribute Active Directory OpenLDAP

Mail attribute mail mail

Username attribute sAMAccountName uid

If your organization uses other directory attributes than the ones listed here then enter those attribute names
instead. If you've already configured the attributes list for another cloud service provider, append the additional
attributes not already present to the list, separated by a comma.

After completing the initial DAG configuration steps, click Applications on the left side of the Duo Access
Gateway admin console.

Scroll down the Applications page to the Metadata section. This is the information you need to provide to

Mimecast when configuring SSO. Click the Download Certificate link to obtain the token signing certificate (the
downloaded file is named "dag.crt").

Information for configuring applications with Duo Access Gateway. Download XML metadata.

Certificate /C=US/ST=MI/L=Ann Arbor/O=Duo Security, Inc. - Download certificate 4
Expires: 2016-05-07 16:28:56
Fingerprint: EF:65:D2:A9:8A:03:0A:47:C2:06:4F:CF:94:69:65:1A:FA:28:E7:FE
SSO URL  https://yourserver.example.com/dag/saml2/idp/SS0Ser
Logout URL  https://yourserver.example.com/dag/saml2/idp/Singlel
Entity ID  https://yourserver.exemple.com/dag/saml2/idp/metadat

Error URL  https://yourserver.example.com/dag/module. php/duosec
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Enable SSO in Mimecast (Mimecast Personal Portal / End
User Applications)

Login to the Administration Console.
Navigate to the Administration | Services | Applications menu.
Select the Authentication Profiles button.

mimecast’ Agministration Console

Account ~ Gateway - Sarvices Archive - Directories - Stationery - Monitoring = Reporting ~
You am heen: Serviosa > Applications

Application Ssttngs 63 Dashboan

New Application Seftingd  Authenlication Profiles [Registered Applicatons  View =

Srusrch Q

B Descripion Graup

Select an existing Authentication Profile to update or select the New Authentication Profile button to create a
new one ( creating a new Auth Profile with just the users you want to test with is useful if trialling Duo) .
Enter a Description for the new profile.

Select Enforce SAML Authentication for Mimecast Personal Portal, End User Applications and / or Admin
Console.
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Authentication Profile € Dashboard

Go Back Save Save and Exit

Description New Authentication Profile

Allow Cloud Authentication Allow Always

Note: these restrictions will not apply 1o the Administration Console. | )

Domain Authentication Mechanisms None
Authentication TTL 3 days
Enforce SAML Authentication for @
Administration Console

Enforce SAML Authentication for Mimecast al?
Personal Portal

Enforce SAML Authentication for End User A 0
Applications

Allow Integrated Windows Authentication @
(Mimecast for Outiook Only)

Permitted Application Login IP Ranges nl 2]
Permitted Gateway IP Ranges 0@

The screen expands to reveal the SAML Settings:
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Autenteaton Profle ) Deashboard

Go Back Sawve Save and Exit
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Personal Ponal
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BAML Configuration for Mimacast Persona! Poral
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Ww
Login UAL
Logout UFL

Ideniity Provides Centcaie WMetpdata)
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Cortécain Law Chacked
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Select Other as your ldentity Provider from the Provider drop down list.

Copy and paste your Entity ID from the Duo Access Gateway in the Metadata URL field and Select Import.

Choose to Allow Single Sign On. This setting enables / disables Identity Provider Initiated Sign On.

Once your Authentication Profile is complete, you need to reference it in an Application Setting in order for it to

be applied. To do this:
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Log in to the Administration Console.

Navigate to the Administration | Services | Applications menu

Select the Application Setting that you want to use.

Use the Lookup button to find the Authentication Profile you want to reference.
Click on the Select link on the lookup page.

Application Settings Administration €3 Settings | Dashboard

Go Back Save  Save and Exit

~ Common Application Settings

General
Description | New Application Settings |@
Group |Select Group | [x] l}.mhay] (7] Include SubGroups
Authentication Profile |Select Authentication Profile |° | Lookup
Allow aoud Password Ehanges

Select Save and Exit to apply the change.

Create the Mimecast Application in Duo ( Personal Portal /
End User Applications)

Log on to the Duo Admin Panel and navigate to Applications.

Click Protect an Application, locate SAML - Service Provider in the applications list, and click Protect this
Application. See Getting Started for help

Enter your Mimecast Entity ID

The EntitylD value will be different depending on the Mimecast grid that your organization's Mimecast account
is hosted. Below are the expected values for each grid:

Europe - eu-api.Mimecast.com. ACCOUNTCODE
United States - us-api.Mimecast.com. ACCOUNTCODE
South Africa - za-api.Mimecast.com. ACCOUNTCODE
Australia - au-api.Mimecast.com. ACCOUNTCODE
Offshore - jer-api.Mimecast.com. ACCOUNTCODE

Where ACCOUNTCODE is your unique Mimecast account code as specified in the Admimistration |
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Account | Account Settings page of the Administration Console.

Enter your Assertion Consumer Service URL

The Assertion Consumer Service URL will also be different depending on the Mimecast grid that your
organization's Mimecast account is hosted. Below are the expected values for each grid:

Europe - https://eu-api.Mimecast.com/login/sso/mpp
Untied States - https://us-api.Mimecast.com/login/sso/mpp
South Africa - https://za-api.Mimecast.com/login/sso/mpp
Australia - https://au-api.Mimecast.com/login/sso/mpp
Offshore - https://jer-api.Mimecast.com/login/sso/mpp

Example Config
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Service Provider

Service provider name

Entity ID

Assertion Consumer Service

Service Provider Login URL

Default Relay State

SAML Response

NamelD format

NamelD attribute

Send attributes

Signature algorithm

Sign response
Sign assertion

Map attributes

Create attributes

Mimecast

The name of the service provider being configured.

eu-api.mimecast.com ACCOUNTCODE

The unique identifier of the service provider.

https://eu-api.mimecast.com/login/sso/mpp

The service provider endpoint that receives and processes SAML assertions.

Optional: A URL provided by the service provider to allow for IdP-initiated logins.

Optional: When set, all IdP-initiated requests include this RelayState. Configure if instructed by your service provider.

urn:pasis:names:tc:SAML:1.1:nameid-format.emailAddress

ar

The format that specifies how the NamelD is sent to the service provider.
mail
The AD attribute which identifies the user to the service provider (sent as NamelD).

© NamelD
Al
Either send all attributes or only the NamelD.

SHA-256 3

Signature encryption algorithm used in the SAML assertion and response.
Cryptographically sign response for verification by your service provider.

Cryptographically sign assertion for verification by your service provider.

IdP Attribute SAML Response Attribute
®
Specify IdP attributes to optionally rename in the SAML response (e.g. givenName to User.FirstName). Gonsult your service provider for more
information.
Name Value
@

Specify attributes with hard-coded values to optionally send in the SAML response (e.g. accountNumber with value of 48152547). Consult your
service provider for more information.

You can adjust additional settings for your new SAML application at this time — like changing the application's
name from the default value, enabling self-service, or assigning a group policy — or come back and change the
application's policies and settings after you finish SSO setup. If you do update any settings, click the Save Changes
button when done.

Click the Download your configuration file link to obtain the Mimecast application settings (as a JSON file).

Add the Mimecast Application to Duo Access Gateway

Return to the Applications page of the DAG admin console session.
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Click the Choose File button in the "Add Application" section of the page and locate the Mimecast SAML
application JSON file you downloaded from the Duo Admin Panel earlier. Click the Upload button after selecting
the JSON configuration file.

The Mimecast SAML application is added.

Verify SSO

When using service provider initiated SAML authentication, your users must access the Mimecast Personal
Portal using the regional URL.

E.g. https://login-uk.Mimecast.com

Enter Username

%, Personal Portal
LogIn

rneville@duo.com|

Personal Portal

Mimecast Personal Portal is 2 webmail portal that allows you to search your personal Archive,
manage your Permit/Block lists, and continue to send and receive email in the event of a mail
server outage, or for situations when you are unable to access your email.

Home Login Issues? Knowledge Base Contact Suppert
©2017 Mimecast v3.2.9-20170825 1630

Redirected to DAG for Authentication
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Login

Please enter your credentials to access Mimecast.

Username

Password
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